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A. Program ldentification and General Information

1. Program Main Location:

Main Campus, Najran University, Najran, Saudi Arabia, P.O. BOX 1988

2. Branches Offering the Program:

The program is offered at Najran University (Najran) in two campuses, male and female.

Branch/Location 1:
Male Campus, Najran University, Najran, Saudi Arabia, P.O. Box 1988
Branch/Location 2:

Female Campus, Najran University, Najran, Saudi Arabia, P.O. Box 1988

3. Reasons for Establishing the Program:
(Economic, social, cultural, and technological reasons, and national needs and development, etc.)

3. Reasons for Establishing the Program:

The Department of Information Systems is establishing the program of MSc in Cybersecurity
MCYR according to the needs of the job market in Najran as well as in the KSA considering the
economic expansion in Najran and KSA with highly needs of information systems specialists.

The program of MSc of Cybersecurity plays an important role in the field of computer and
information technology to participate in building a strong local industry market, to keep up to date of
technological developments, and to meet the requirements of higher education in our country.

The program is considered one of the modern and renewable specialties. It plays an important in
building modern societies with strong economies and can help in advancing the country rank placing
it among the industrialized and technical countries of the 21st century. Furthermore, it is one of the
most innovative and fast-changing scientific fields that assists professionals to be familiar with ever
changing technical information.

Acting diligently based on motivations mentioned above, the program seeks to place the College
among the leading colleges in Najran University and in the Kingdom of Saudi Arabia. Doing so can
only be achieved by its active contribution in providing graduates with high academic capabilities in
the fields of information systems. The program of MCYR works to equip its graduates with adequate
and appropriate information that help them pursue distinguished positions in organization related to
specialization. They also continue developing their knowledge to keep up with developments in the
field as well as in the fields of research, professional development and interpersonal skills that support
the priorities of the Kingdom in terms of scientific, industrial and economic fields as well as raising
the artistic level of the technical community in the field of informatics.

4. System of Study

[] Coursework & Thesis Coursework
5. Mode of Study
On Campus Distance Education [1 Others

6. Educational and Research Partnerships( if any)
- Partnership Arrangement: N/A

- Type of Partnership: N/A

- Duration of Partnership: N/A

Program Specifications ..., ...,
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7. Total Credit Hours for Completing the Program: (42)

33 major credits + 9 elective credits

8. Learning Hours: (1680 )

42 Credit Hours * 40 Learning Hours/ Credit Hour = 1680 Learning Hours

9. Professional Occupations/Jobs:

The students of the program are well prepared for the following list of professions or occupations:
1) Computer system analyst for enterprise

2) Human resource management

3) Computer programmer

4) Database designer and administrator

5) Network administrator and software developer
6) System administrator

7) Basic Researcher

8) Teaching profession

9) Industrial data processing.

10) Quality Engineers

11) Software Architect

10. Major Tracks/Pathways: (Not Applicable)

Major Track/Pathway

Credit Hours Professional Occupations/Jobs
(For each track) (For each track)

NA

[l Bl Fad N o

1. Intermediate Exit Points/Awarded Degree: (Not Applicable)
Intermediate Exit Points/Awarded Degree Credit Hours

NA

wn e

B. Mission, Goals, and Learning Outcomes

1. Program Mission:

To produce specialized Cybersecurity expertise and researchers, equipped with effective
communication and collaboration skills, who can investigate problems in different application
domains and creatively develop, and evaluate computational solutions.

2. Program Goals:

The program of MSc of Cybersecurity MCYR is intended to provide graduates that’s able to:
PEO_1: To cater for the current and future needs of the Saudi market in terms of highly qualified
information technology professionals.

PEQO_2: Prepare students to conduct applied research that has direct impact on the concerns of the
local community.

PEQO_3: To give the graduates chance to acquire a sound methodological approach to help them in
the analysis, design, evaluation and implementation of complex information technology solutions.

3. Relationship between Program Mission and Goals and the Mission and Goals of the
Institution/College.
3.1 Relationship between MCYR mission with the mission of Najran University
The mission of Najran University is:

Program Specifications ..., ... 7




Program Specifications ..., ..,

0570971442 bl 442-38-49294-3 o pé, I

"Offering teaching and learning that address the needs of society and the labor market;
effective contribution to sustainable development through conducting applied research and
optimal use of modern technologies; and establishing partnerships at the local, regional and
global levels"

The vision and mission of NU are posted on its web site at:
http://portal.nu.edu.sa/web/guest/university-
mission;jsessionid=E902D22907AE694DB176460BE4F05506.52

The mission of the university (Najran University) focuses mainly on 3 elements as follows:
1. Distinctive education that meets the needs of society and the labor market.
2. Contribute effectively to the sustainable development through applied research, the
optimal use of modern technologies.
3. The active partnership at the local, regional and global levels.

The mission of the program of MSc of Cybersecurity
" To produce specialized Cybersecurity expertise and researchers, equipped with effective
communication and collaboration skills, who can investigate problems in different
application domains and creatively develop, and evaluate computational solutions..”
The vision and mission of the program are posted on its web site at:
https://cscis.nu.edu.sa/about-is-department

This mission of program focus mainly on 2 elements as follows:

1- To produce specialized Cybersecurity expertise and researchers, who can investigate
problems and develop, computational solutions.

2- To equip students with the requisite Cybersecurity skills and communication and
collaboration skills.

The mission of MCYR program is consistent and supports the mission of the institution. The
following matrix shows the alignment between the mission of the program and the mission of the

institution:
Main Elements of the Mission of Najran University
Distinctive education Contribute The active
The Mission of the | that meets the needs effectively to the partnership at the
MCYR Programis: | Of society and the sustainable local, regional and
labor market development through global levels
applied research, the
optimal use of
modern technologies
To produce
specialized
Cybers_ecurlty X X
expertise and
researchers, who can
investigate problems



http://portal.nu.edu.sa/web/guest/university-mission;jsessionid=E902D22907AE694DB176460BE4F05506.s2
http://portal.nu.edu.sa/web/guest/university-mission;jsessionid=E902D22907AE694DB176460BE4F05506.s2
http://portal.nu.edu.sa/web/guest/university-mission;jsessionid=E902D22907AE694DB176460BE4F05506.s2
http://portal.nu.edu.sa/web/guest/university-mission;jsessionid=E902D22907AE694DB176460BE4F05506.s2
https://cscis.nu.edu.sa/about-is-department
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and develop,
computational
solutions.

To equip students
with the requisite
information
systems skills and
communication
and collaboration
skills.

3.2 Relationship between the program of MCYR goals with the goals/strategic objectives
of Najran University

Najran University have following 12 goals;

1. Achieving academic programs that can compete internationally within the framework of
Islamic values.
Graduating distinguished students with great efficiency for the future.
Promoting the competencies and efficiency of the teaching staff.
Enhancing and investing in university facilities as well as utilizing new technologies.
Improving learning resources in line with the universal standards.
Providing excellent services and support for students.
Developing the financial and administrative systems according to the total quality
standards.
8. Securing a prosperous professional future for the alumni.
9. Developing academic research policy to support sustainable development.
10. Improving Post-graduate programs.
11. Continuous and effective commitment to community service.
12. Establishing a framework for national, regional and global cooperation and
partnership.

Noookrwd

The strategic objectives of NU are posted on its web site at:
https://www.nu.edu.sa/en/university-mission

The goals of the program of MCYR are as followed:
1: To cater for the current and future needs of the Saudi market in terms of highly qualified
Cybersecurity professionals.
2: Prepare students to conduct applied research that has direct impact on the concerns of the local
community.
3: To give the graduates chance to acquire a sound methodological approach to help them in the
analysis, design, evaluation and implementation of complex Cybersecurity.

The goals of program are consistent and supports the four goals/strategic objective among 12
goals of the institution. The following matrix shows the alignment between the goals of the
MCYR program and the goals/strategic objectives of the institution.

Program Specifications ..., ..,
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Goals of the Program of MSc of Cybersecurity

To give the
graduates
chance to
acquire a
To cater for Prepare sound
the current students to methodologi
and future conduct cal approach
Goals/Strategic Objectives of Najran needs of the applied to help them
University Saudi market research that in the
in terms of has direct analysis,
highly impact on design,
qualified the concerns evaluation
Cybersecurity of the local and
professionals. community implementat
ion of
complex
Cybersecurit
y.
Achieving academic programs that can
compete internationally  within  the X X X
framework of Islamic values.
Graduating distinguished students with great
efficiency for the future. X X X
Promoting the competencies and efficiency
of the teaching staff.
Enhancing and investing in university
facilities as well as utilizing new
. X
technologies.
Improving learning resources in line with the
universal standards. X
Providing excellent services and support for X
students.
Developing the financial and administrative
systems according to the total quality
standards
Securing a prosperous professional future for X
the alumni.
Developing academic research policy to X

support sustainable development.
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Improving Post-graduate programs.

Continuous and effective commitment to
community service.

Establishing a framework for national,
regional and global cooperation and X
partnership.

4. Graduate Attributes:

1. Dbe familiar with professional responsibilities and global impact in computing field based on
legal, ethical, security and social principles.
2. be equipped to seek knowledge and to continue learning throughout their lives

3. be able to work and communicate effectively as an individual and as a member or leader of a

team in a variety of professional contexts

5.Program Learning Outcomes™®
Knowledge :
K1 Knowledge of a broad and in-depth range of theoretical and technical topics in the field of cybersecurity.
K2 Deep understanding of the processes and practices in cybersecurity to protect and defend cyber systems
and respond to and recover from advanced cyber-attacks.
K3 Deep understanding of recent and advanced developments and theories in cybersecurity.

Skills
S1 Use a wide range of specialized tools, methods and practices based on the latest
developments in cybersecurity.
S2 i Plan and implement advanced cyber research and innovative projects to develop
cybersecurity products and services.
S3 1 Use a wide range of methodologies, methods and practices in complex and advanced
cybersecurity contexts, to evaluate and critically review them.
S4 Use of advanced and specialized processes, techniques, and tools; To do the complex work
in cybersecurity.
S5 | Communicating in different ways and transferring specialized knowledge and skills to
different categories of beneficiaries.
S6 Use of quantitative and qualitative methods; To process data and information in complex and advanced
contexts in cybersecurity.
Competence
Cl | Adhere to the ethics and standards of the profession for cybersecurity, and demonstrate
integrity, values and responsible citizenship.
C2 | Professional planning for learning, work and professional development, and participation in
professional strategic decision-making with high independence.

C3 | Active participation in developing the specialty of cybersecurity and community service.
* Add a table for each track or Exit Points/Awarded Degree (if any)

Program Specifications ..., ..., l
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C. Curriculum
1. Study Plan Structure

Program Structure No. of Courses ﬁredlt Percentage
ours
Cour Required 13 38 90
e Elective 0 0 0
Graduation Project (Research Project) 1 4 10
Thesis (if any)
Field Experience(if any)
Others (.....)
Total 14 42 100
* Add a table for each track (if any)
2. Program Courses:
Course Course Title Required Pre-Requisite Credit
Level Code or Elective Courses Hours
501 . Required 3
MCYR -3 Fundamentals of Cybersecurity
502 . Required 3
MCYR -3 Cryptography and Data Security
Level 503 . Required 3
1 MCYR -3 | Networks Security
504 . : Required 3
MCYR -3 Operating System Security
505 . . : Required 3
MCYR -3 Cybercrime and Digital Forensics
506 Required 3
MCYR -3 Secure Software Development
Level 597 Required 3
) PMIS-3 Research Methodology
507 Management of Information Required 3
MCYR-3 Security
511 Penetration Testing and Ethical Required 3
MCYR -3 | Hacking
598 . Required 1
PMIS-1 Research Seminar
Level 512 Homeland Security and Required 3
3 MCYR -3 | Cybersecurity
513 . . Required 3
MCYR-3 IT Security Auditing
599 . Required 5
PMIS-5 Research Project
Level 514 . Required 3
4 MCYR-3 Blockchain and Money
LEVEL 2

Program Specifications ..., ..., B
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Course Course Title Required Pre-Requisite Credit
Level Code or Elective Courses Hours
Specialization LEVEL 3
Elective
LEVEL 4

* Include additional levels if needed
** Add a table for each track (if any)

3. Course Specifications
Insert hyperlink for all course specifications using NCAAA template

https://nejranuniversity-
my.sharepoint.com/:f:/g/personal/aaalghamdi nu edu sa/EkV OA4eCeZCjtwsNuzrTWUBVG26 AAAHBM9pzhE
H wmZQ?e=kJjZ43

4. Program learning Outcomes Mapping Matrix
Align the program learning outcomes with program courses, according to the following desired levels of performance
(I = Introduced P = Practiced M = Mastered )

Program Learning Outcomes
Course code Knowledge Skills Competence

& No. -
K.1 K.2 K.3 -] S1 S2 S.3 S4 S5 S6 Cc.l1 C.2 C.3

501 MCYR -3 | | I |

502 MCYR -3 | I | |
|
|

503 MCYR -3 | | I
504 MCYR -3 | I I
505 MCYR -3 |
506 MCYR -3 I I
507 MCYR -3
511 MCYR -3
512 MCYR -3
513 MCYR -3
514 MCYR -3
597 PMIS-3
598 PMIS-1 M M M M
599 PMIS-5 M M M M P M P

| U| U| O| O
o

T©| O| Ul T| OO

<| ©u| v| vl |l —
o

o
o
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Course code
& No.

Program Learning Outcomes

Knowledge

Skills Competence

K.1 K.2 K3 |-| S1

S2 S3 | S4 S5 | S6 C1 C.2 C3

* Add a table for each track (if any)

5. Teaching and Learning Strategies to Achieve Program Learning Outcomes

advanced developments and theories
in cybersecurity.

Program of MCYR Teaching
Learning Outcomes Strategies
1.0 Knowledge
1.1 Knowledge of a broad and in-depth Lecture: Instructor gives concepts theoretically and by applying
range of theoretical and technical those to a real-world case study to be discussed using different
topics in the field of cybersecurity. examples on different situations.
- Discussions: the Instructor gives an idea to students and asks them
1.2 Deep understanding of the processes to give their viewpoints, as well as, their reasoning regarding it.
and practices in cybersecurity to - Cooperative Learning: Teacher divides students into groups who
protect and defend cyber systemsand | @are given problem-based assignments and homework to be
respond to and recover from advanced | Submitted on a specified deadline. . N
cyber-attacks - Student-centered learning should be designed to facilitate the
] learner in doing, thinking, manipulating, constructing, testing,
1.3 Deep understanding of recent and analyzing and reflecting.

- Organizing the flow of thoughts.

- Increasing teaching efficiency by use of software.

- Participating in tutorial classes and open lab.

- Use more real-life examples in the lecture relating to the

surroundings of the students to draw attention that certainly helps
them to concentrate more on the specific topic. (b-i-3)

- During laboratory hours all concepts of theory are discussed

through applying them to a case study. During this discussion
between the teacher and students regarding open-ended problems
are taking place.

- Website visits.
- Give an assignment that includes critical problem which can be

answered by internet search, reading the provided outcome and to
analyze it.

- Pick one student who fully understood a specific topic and let him

describe in front of the class in his own manner.

- Recall the topics of last lecture and the critical issues based on

different topics, which certainly helps students to recall memory
frequently and store that topic in their memory for long term.

Program Specifications ..., ..., B
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2.0

» Case studies, to improve students’ analytical and problem
solving skills;

« use of specialized software tools and packages, such as
Development Environments and Cybersecurity Software
Engineering tools, to build students hands on skills and
understanding of such tools;

« presentations from outside speakers with industrial experience,
to enable students see how

the taught material is applied in industry;

» team/group work, to enable students develop further their
teamwork skills to work effectively

in a professional environment;

« research methods involving the use of library and online sources
to develop students research

and analysis skills.

 presentations and academic report writing as part of the
assignments set, to develop further

these important skills

Skills

2.1

Use a wide range of specialized tools,
methods and practices based on the
latest developments in cybersecurity.

2.2

Plan and implement advanced cyber
research and innovative projects to
develop cybersecurity products and
services.

2.3

Use a wide range of methodologies,
methods and practices in complex and
advanced cybersecurity contexts, to
evaluate and critically review them.

2.4

Use of advanced and specialized
processes, techniques, and tools; To

do the complex work in cybersecurity.

2.5

Communicating in different ways and
transferring specialized knowledge
and skills to different categories of
beneficiaries.

- Lectures in which students are made aware of the significance of
time management. c-ii-2. Creation of interactive teaching and
learning environment.

- Discussions with students on ethical behavior in conducting
research.

- Quiz competition among groups.

- Individual counselling on assignments, research project and
subject matter difficulties.

- Group assignments and discussions where much of the most
effective learning comes from the student explaining,
discussing and defending her own ideas with his peers.

- Developing the awareness and confidence among students
about their interpersonal know how.

- Students’ counselling and advising.

Making students alert about class attendance, timing,
cleanliness and manner inside the class.

Encouraging a self-critical evaluation of student existing
knowledge and behavior pattern in solving problems in
classroom.

- During laboratory hours all concepts of theory are discussed
through applying them to a case study. During this discussion
between the teacher and students regarding open-ended
problems are taking place. This strengthens both decisions
making skills when choosing among a couple of alternatives
and communication skills among them because the teacher is
expected that all students participate in such discussions.

Program Specifications ..., ... 7
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2.6 Use of quantitative and qualitative
methods; To process data and
information in complex and advanced
contexts in cybersecurity.

3.0 Competence
3.1 Adbhere to the ethics and standards of  Group assignments and discussions where much of the
the profession for cybersecurity, and most effective learning comes from the student explaining,
demonstrate integrity, values and discussing and defending her own ideas with his peers.
responsible citizenship. » Developing the awareness and confidence among
students about their interpersonal skills.
3.2 Professional planning for learning, * During this discussion between the teacher and students
work and professional development, regarding open-ended problems are taking place. This
and participation in professional strengthens both decisions making skills when choosing
strategic decision-making with high among a couple of alternatives and communication skills
independence. among them because the teacher is expected that all students

participate in such discussions

+ Deliver lectures in a steady pace with a loud voice and
clear-perfect pronunciation.

* Class participation by oral questioning and answering.
* Demand the use of power point when giving
presentations in specific topics of lectures, assignments,
projects, and researches .

3.3 Active participation in developing the * Require that written homework be typed in proper format.
specialty of  cybersecurity and » Numerical skills assessed during orientation. Special
community service. tutorials provided for those in need.

+ Assignments include numerical analysis whenever
relevant to topic concerned.
+ Students will be divided into groups or individuals and
given programming-based assignments which will help
them to work collaboratively, decide independently, and
learn more skills to communicate with people.
« Instructor guides students to read articles, books, and
other sources relevant to a particular area of research on a
topic.
* Case studies, to improve students’ analytical and problem
solving skills;
» use of specialized software tools and packages, such as
Development Environments and Cybersecurity Software
Engineering tools, to build students hands on skills and
understanding of such tools;
« presentations from outside speakers with industrial experience,
to enable students see how
the taught material is applied in industry;
» team/group work, to enable students develop further their
teamwork skills to work effectively
in a professional environment;
« research methods involving the use of library and online sources
to develop students research
and analysis skills.
* presentations and academic report writing as part of the
assignments set, to develop further
these important skills

Program Specifications ..., ..,
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6. Assessment Methods for Program Learning Outcomes.
Describe assessment methods (Direct and Indirect) that can be used to measure achievement of program learning outcomes
in every domain of learning.

NQF Learning Domains
and Learning Outcomes

Assessment
Methods

1.0

Knowledge

11

Knowledge of a broad and in-depth range of
theoretical and technical topics in the field of

cybersecurity.

1.2

Deep understanding of the processes and practices
in cybersecurity to protect and defend cyber
systems and respond to and recover from
advanced cyber-attacks.

Direct Methods:

1. Course Learning Outcomes assessment (Each
Semester)

2. Performance Indicators with a set of rubrics
(once every assessment cycle)

Indirect Methods:

1. Exit Survey (Each Semester)
2. Current Student Survey (Each Semester)

13

Deep understanding of recent and advanced
developments and theories in cybersecurity.

3. PAC Meeting and Discussions (Once a Year)
4. Alumni Survey

5. Employer Survey

6. Survey on Project or Research Supervisors

Program Specifications ..., ...,
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2.0

Skills

2.1

Use a wide range of specialized tools, methods
and practices based on the latest developments in
cybersecurity.

Direct Methods:

1. Course Learning Outcomes assessment (Each
Semester)

2. Performance Indicators with a set of rubrics
(once every assessment cycle)

Indirect Methods:

2.2

Plan and implement advanced cyber research and
innovative projects to develop cybersecurity
products and services.

1. Exit Survey (Each Semester)

2. Current Student Survey (Each Semester)

3. PAC Meeting and Discussions (Once a Year)
4. Alumni Survey

5. Employer Survey
6. Survey on Project or Research Supervisors

2.3

Use a wide range of methodologies, methods and
practices in complex and advanced cybersecurity
contexts, to evaluate and critically review them.

2.4

Use of advanced and specialized processes,
techniques, and tools; To do the complex work in
cybersecurity.

2.5

Communicating in different ways and transferring
specialized knowledge and skills to different
categories of beneficiaries.

2.6

Use of quantitative and qualitative methods; To
process data and information in complex and
advanced contexts in cybersecurity.

3.0

Competence

3.1

Adhere to the ethics and standards of the
profession for cybersecurity, and demonstrate
integrity, values and responsible citizenship.

Direct Methods:
1. Course Learning Outcomes assessment (Each
Semester)

Program Specifications ..., ...,
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3.2 2. Performance Indicators with a set of rubrics
Professional planning for learning, work and (once every assessment cycle)

professional development, and participation in
professional strategic decision-making with high  |Indirect Methods:
independence. 1. Exit Survey (Each Semester)

2. Current Student Survey (Each Semester)

3.3 3. PAC Meeting and Discussions (Once a Year)

Active participation in developing the specialty of |4 Alumni Survey
cybersecurity and community service.
5. Employer Survey

6. Survey on Research Supervisors

D. Thesis and Its Requirements (Not Applicable)

1. Registration of the thesis:
(Requirements/conditions and procedures for registration of the thesis as well as controls, responsibilities and procedures
of scientific guidance)

2. Scientific Supervision:
(The regulations of the selection of the scientific supervisor and his/her responsibilities, as well as the procedures/
mechanisms of the scientific supervision and follow-up)

3.Thesis Defense/Examination:
(The regulations for selection of the defense/examination committee and the requirements to proceed for thesis defense,
the procedures for defense and approval of the thesis, and criteria for evaluation of the thesis)

D. Student Admission and Support:

1. Student Admission and Transfer Requirements, and Courses Equivalency

Student admission for the program of MSc of Cybersecurity (MCYR ) is performed electronically
through EDUGATE [https://edugate.nu.edu.sa/nu/ui/home.faces], supervised by the Deanship of
Admissions and Registration. Students who want to be admitted in the program of MCYR , Najran
University, should satisfy the following requirements:

e The applicant must have a bachelor’s degree in information technology, or any similar
degree related to Cybersecurity major.

e The applicant must have graduated bachelor's degree with an overall standing of good (C) or
above.
o The applicant must meet any other requirements by the department.

Program Specifications ..., ...,
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2. Student Counseling Services
(academic, career, psychological and social)

Academic Advising Unit (AAU) governs by the College of CSIS aimed to provide absolute guidance
to the students through efficacious counselling regarding students’ academic and personal difficulties.
This service is currently internally to academic concerns. Students are formed in a group according to
their student 1D and each group has been assigned to an academic advisor to ensure that all students
get academic counselling throughout the program. All most all faculty members of the program are
playing a role as an academic advisor as a part of their job responsibilities by following the guidelines
set by academic advising unit and being monitored by the coordinator of this unit. At present, separate
time for student advising in academic advisors’ timetable has been implemented and 4 hours have
been allotted during the week for Academic advisors to schedule. Each newly enrolled student is
encouraged to meet his/her academic advisor and open a student file which should be kept and
maintained by academic advisor as record. This file should reflect student progress mainly concerning
on student’s results. Academic advisors write a summary report on each student progress and based
on this progress report, at the end of each semester, academic advisors produce a subject plan for the
coming semester for each advisee student. After preparing a subject plan for a student, academic
advisors are accountable to forward this plan to the academic advising unit and in parallel consult
with the student about the proposed subject plan the graduating/higher level (level 3,4) students
depending on the student's’ necessity. For our along with their expected graduation time frame (part
of their program plan). Counselling on career planning take place mostly for the graduating/higher
level (level 3,4) students depending on the Students’ necessity. For this program, Students’ academic
appeals are mainly categorized by the form of ‘Add/drop courses, Absent excuses, Rechecking of
exams and Make up exams’. Apart from these academic appeals, other appeals are also considered by
the academic advising units by an adopted mechanism. Each student is accountable to place an appeal
through his/her academic advisor using case specific appeal form. All appeal forms are available on
the university’s website from where students can fetch. These forms are also available with academic
advisors. Academic advisors are accountable to consult with the student in detail to spot students’
need and provide guidance to fill out the appeal form. During this consultation process, academic
advisors are responsible to fetch necessary record from corresponding student file to support his/her
opinion.

When an appeal has been finalized and submitted by the student, academic advisors are accountable
to attach necessary supporting documents such as student’s transcript, medical excuses, add/drop form
etc with this appeal and forward this appeal to the academic advising unit through the University’s
correspondence tracking system (https://cts.nu.edu.sa/NajranCTS/start) for further processing. The
coordinator of academic advising unit is accountable to check completeness and to verify the ground
of each appeal based on university’s regulations, college rules and program requirements. If an appeal
complies with all requirements, it has been carrying forwarded to the decision making authority (Dean
of the college), else it has been returned to the correspondent academic advisor.

The decision making authority provides decision on the majority appeal cases by 7 days that appear
in different places/format depending on the nature of the appeal.

All the appeals are automated and hence it facilitates the Advisee student to send their appeals through
the system. Successful appeal for rechecking of exam is forwarded to the college coordinator. College
coordinator is accountable to form an evaluation committee and send the review request to that
committee. The evaluation committee should consist of at least 3 people (i.e. Program coordinator,
subject coordinator, member of that subject’s knowledge group) and is accountable to provide the
outcome within 3 days.

College of CSIS also developed a system to handle students’ complaints. Complaints are normally
categorized in forms of general complaints, blind box complaints and direct E-mail complaints.
General complaints made by students have no specific allegation and normally related to class room
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facilities, difficulties with class schedule etc. To make this type of complaints, students have to visit
their academic advisors and discuss about their issues. Academic advisors will pass the students
complaints to the academic advising unit coordinator. The coordinator will review the complaint and
if necessary, will pass it to the college council. College council will pass the decision to the academic
advising unit’s coordinator and finally the decision will reach to the academic advisor to notify the
student about their complaint outcomes. Blind Box complaints are normally case specific with pointed
allegation and handle with high confidentiality. There is a specific template/form for this type of
complaint. The college provided a complaint and suggestion box at the ground floor of College of
Computer Science and Information System building (beside Dean’s office) with the specified forms.
Students write down their complaints and suggestions in the suggested form and drop them in the
complaint box. The box usually opened on 25" of each month by the complaint handling committee
(in presence of at least 2 members) and passes the complaints (if any) to the college council for further
actions. In Direct E-mail complaints, students from female campus are allowed to complain directly
to the Dean of the college through a specified E-mail address and this kind of complaint is highly
confidential and in this case Dean of the college takes the decision directly.

In the end, Student Advising and Counselling services of our program are currently internally to
academic concerns. At present, we do not have facilities to provide counselling regarding students
psychological/health problems, financial matters and family problems, but we transfer them to
Deanship of Student Affairs.

3. Support for Special Need Students
(low achievers, disabled, gifted and talented)

The program of MCYR supports gifted, creative, and talented, students through the advising unit and
students activities unit. They offered extracurricular activities in variety of fields to develop their
abilities and skills. The MCYR program also will take appropriate actions to support and motivate
their participation by encouraging them to participate through E-mails and announcements in
advertisements board. In the end of term, College of Computer Science and Information Systems
honored its students who participating in activities and others.
Academic Advisors are responsible to deal with high and low achiever students and give them help
and support. Each advisor must prepare a file for each student which contains a biography of the
student during his studies at the university (student's behavior during the study, Student's activities,
Student's marks and grades etc.), from where the College authority can make an assessment about the
students and face their problems and find appropriate solutions.
The most important contents of the file are:
student's personal data
student timetable for the semester
student's academic transcript
student midterms marks
student's follow up courses
Drop/Add courses for the students
attendance and absence sheet for students

e excuses and others supportive documents.
Advisors also study the irregular students’ status to assist them to achieve the desired success, and
help them overcome the obstacles and problems they face, and put the students on their plan.
In the College of Computer Science and Information Systems, we deem students with disabilities have
equivalent right to take pleasure in both scholarly, academic and non-academic opportunities and
prospects. Work together with faculties and supporting units, we endeavor to endow with a barrier-
free learning environment and develop access to academic programs, campus activities and facilities
for students with disabilities.
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The following structures are in place to facilitate the mobility of students with disabilities:
All Lecture Theatres and classrooms are accessible by wheelchair
Lifts are installed with Braille, low level buttons and audio provisions
Tactile floor markings are made for visually impaired students
Tables designed for wheelchair access are available at the Student Canteen and Garden Cafe
of Scope. Staff of all catering outlets will assist students with disabilities by all means.

e Toilets designed for students with disabilities are conveniently located

e Limited no. of rooms specially designed for students with disabilities are available in student

hostels.

Moreover, Najran University has adopted a system that allows its students with special needs to
register into the system called Students with Special Needs to keep up their records and provide
support and educational counseling [https://help.nu.edu.sa/]. The program as a part of Najran
University employs all the human and material resources available to meet the needs of all students
with special needs.

E. Teaching and Administrative Staff

1. Needed Teaching and Administrative Staff
Specialty Special Required Numbers
Academic Rank Requirements /
General Specific Skills (if any ) M F T
Information and IT N/A 1 0 1
Systems, Management, IT/IS
Professors Information Security, IT
Technology Infrastructure and
Network
Management
System IS Development Quality work, 3 0 3
. Engineering for IS and Programming Researches skills,
Associate .= -
Professors Applications Methods, IS_ Project Ma_magement
Development Project, Enterprise Skills
Resource Planning
Business Innovation and IT Certified Ethical 8 4 12
Information Management, IT/IS Hacking
Systems, Project
Assistant Information Manage_ment and
Technology Strategies, IT/IS
Professors . :
Security Security, IT
Infrastructure and
Network
Management
Technicians and Computer Science N/A N/A 1 1 2
Laboratory
Assistants
Administrative and Administrative N/A N/A 1 1 2
Supportive Staff Specialty
Others ( specify )

2. Professional Development
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2.1 Orientation for New Teaching Staff

The orientation program consists of several meetings with the heads and coordinators of different
units and committees in the college. Information presented in those meetings are intended to
familiarize the new faculty with general university and college services and resources, teaching
responsibilities, Information Technology center, Library and administrative staff of the university.
The heads or coordinators have to fill out the corresponding section (s) in the Orientation Program
Form (OPF) and submit all materials that are given to the new staff member.

To facilitate the orientation program, the IS department will assign an experienced faculty member as
a “Mentor” to support the new member for a period of 30 days. The Mentor is responsible to support
the new staff member to complete the orientation program within four weeks of the starting date. If
more than one staff members joined the college at the same time, then mentors arrange common
meetings with heads/coordinators for more than one new staff members. Finally, the mentor will
submit the completed Orientation Program Form to the new staff member and to the program
coordinator along with all materials presented by the heads/coordinators. Then, the program
heads/coordinators assign the new candidate his/her workload which is compatible with his/her duties.
2.2 Professional Development for Teaching Staff

For the professional development, there are different teaching and quality activities (seminars,
workshops) that will be implemented either in college or Deanship of Development and Quality in
the University or external activities. Faculty members will not be only involved with the professional
activities of teaching and quality but also will have active participation in student advising,
supervision and conducting of research and other administrative and miscellaneous activities. They
will have considerable contribution on publications and research.

In order to encourage faculty members to actively pursue research in their area of specialization, they
will utilize many avenues available for funding at Najran University.

There will be a plan for community and professional services to be provided by faculty members
include contributing to the university, college, and department committees. The goal is to enhance
the academic programs and their outcomes, improve the welfare of the students and faculty, and
increase interaction between the university and the surrounding community and industry.

For Saudi teaching staff, there is a provision for career development. Almost all Saudi teaching staff
are encouraged by the Government through scholarship for higher studies.

In addition, following are some activities that can improve experience, skills and qualifications of
members:
1. Workshop to improve teacher’s personal skills.

2. Conferences to follow the new in computer science field.

F. Learning Resources, Facilities, and Equipment
1. Learning Resources.

The university has a central library that contain more than 1500 book for computer science and
information systems field that cover all the program learning outcomes and courses. Moreover, the
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university is part of the Saudi digital library that provide a diversity of learning resources. In addition,
the college has its own digital library that has more than 16GB of learning resources. For the quality
assurance of learning resources, the department conduct a yearly request of the learning resources
need in this program, where the instructors can requests the books for courses they teach. In addition,
there is a survey that is conducted yearly for the students and teaching staff to get the evaluation and
level of satisfaction of learning resources.

2. Facilities and Equipment

The Information Systems Department has around 12 laboratories (7 in male section, and 5 in female
section) that contain more than 250 computers with good specification and software that meets the
learning outcomes requirements. Also, the department has 15 classrooms that is provided with
projectors and all the required stuff for teaching.

For the medical facilities, the university has a university hospital that is provided with all needed
medical facilities. Besides, the college building contains first aid boxes distrusted in different places.
Also, the university campus has an emergency clinic.

Moreover, the university has a central library that contain more than 1500 book for computer science
and information systems field that cover all the program learning outcomes and courses, that is open
from 8 a.m. until 5 P.M. In addition, the college has its own digital library that has more than 16GB
of learning resources.

3. Arrangements to Maintain a Healthy and Safe Environment (According to the nature of the program

)
The college has a procedure for the fire and emergency response with exit doors and guidance. There

are first aid Kits available and hanged all over the college. Moreover, the college has fire alarm and
protection systems. All the laboratories provided with safety guidelines.

G. Program Management and Regulations

1. Program Management

1.1 Program Structure
(including boards, councils, units, committees, etc.)

The program of MCYR is governed by specialized councils (College Council, Department Council)
with defined tasks and authorities. The program is represented by specific boards (College Council,
Department Council) with characterized professionals and specialists. There is qualified staff to take
necessary decision for the internal and external matters of the college. These councils conduct
meetings at least once a month to solve departmental/college issues including student and faculty).
The program authority has the suitable educational and administrative experience to accomplish its
main goal and objectives. The figure below shows the department organizational chart that shows all
councils, units, committees of the department.
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Department
Council

Head of
Department

Planning and
Performance
Assessment Unit

Secretary

Coordinator for
Female Campus

Media and Public
Relations Unit

Timetable and
Exams Unit

Students Affair
Unit

PartnerShip 3 _-

Laboratories and
Learning
Resources Units

Development and
Quality Unit

Community Annual Report Unit
Service Unit

Scientific
Research and
Seminars Unit

Innovation and
Entrepreneurship
Unit

Faculty Members

Affair Unit

In addition, the program of MCYR has a program advisory committee that formalized form the main
stockholders to guide the program about the main activities regarding the program mission, objectives,
learning outcomes, and curriculum.

1.2 Stakeholders’ Involvement
The main stakeholders of the program of PM in Information Systems are defined as follows:

e Information Systems Faculty: The faculty members at both campuses (male and female) are
involved in establishing the program mission, objectives, outcomes, curricula, etc. Also, they
are mainly involved on regular basis in the assessment and evaluation processes of the quality
of the program.

Current Students: The current students are those students who are currently enrolled in the

program. They must be aware of the program educational objectives and outcomes of the
program to realize whether the program adequately prepares them for future employment or
not. Therefore, current students play a very important role through several kinds of surveys
(online course survey, exit survey, current student survey) and meetings in the development
of the PEOs and the improvement of the curricula, outcomes and educational practices.

The Alumni: Graduates with career achievements are alumni. They play a vital role through

survey in the revision of the PEOs based on their work experience. Also, they can give their

feedback on the overall program quality and curricula.

Program Advisory Committee (PAC): The Program Advisory Committee (PAC) members

represent employers of our students and other employers (public and private sectors), faculty
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members from other universities, and representative (Head or coordinator of the program) of
the MCYR program, interested industrial organizations engaged in computer science areas
and allied fields. The members of PAC play an essential role in establishing the PEOs,
outcomes and curricula. In addition, they give the most recent challenges that the labor market
face with respect to MCYR graduates. The program will have very well-organized Program
Advisory Committee (PAC), involved individuals from experts and specialists in the program
specialization, to add to its assessment, advancement, and execution improvement. This
advisory committee has clear vision, goals and defined tasks. PAC members meet yearly to
guide the program about the main activities regarding the program mission, objectives,

learning outcomes, and curriculum.

2. Program Regulations
Provide a list of related program regulations, including their link to online version: admission, study and exams,
recruitment, appeals and complaint regulations, etc.)

Student admission

Student admission for the program of MCYR is performed electronically through EDUGATE
[https://edugate.nu.edu.sa/nu/ui/home.faces, supervised by the Deanship of Admissions and
Registration. Students who want to be admitted in the program of MCYR, Najran University, should
satisfy the following requirements:

. The applicant must have a bachelor’s degree in Information technology, or any similar degree
related to Information Systems major.

. The applicant must have graduated bachelor's degree with an overall standing of good (C) or
above.
. The applicant must meet any other requirements by the department.

Rules and Regulations for Registration of Courses

The student is automatically registered at the beginning of each semester for a number of units
according to his academic standing. Students are eligible for up to 12 units as maximum.

Dropping and Adding of a Course

The Processes of dropping and adding are performed by the student electronically in the first week of
the semester through accessing the academic system of the University Deanship of Admission and
Registration:
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https://edugate.nu.edu.sa/nu/init

No student is allowed to register a course without passing its pre-requisite course.

Students, who pass all courses without failures, are registered in the courses of the subsequent level
beginning gradually after the lower levels according to the study plans approved.

Students, who fail in some courses, are registered in courses that ensure their minimum study load in
each semester taking into account the following points:

No clash in the course study schedule.
Satisfying the previous requirements of the course or courses to be registered.
Withdrawal Rules

The student has the right to withdraw from an academic semester within the withdrawal period
announced in the academic calendar for the current semester. No withdrawal is allowed during the
last five weeks before the final examination. The student may get chance for the final examination if
the college council accepted the student’s excuse.

Class Attendance

For academic accomplishment at the college of computer science and information systems students
should attend at least 75% of the lectures, tutorials, and practical and laboratory lessons in regular
courses. Students failing to meet this requirement in any of his registered courses will be prohibited
from attending the final examination of those courses and will have F grades that are zero grades for
those courses.

Student Assessment

Student assessment is the process of judgment of students’ skills and knowledge at course and
program levels. Effective assessment helps to improve student’s learning. Towards meeting the
objectives of teaching and learning and improving the quality of teaching and learning it’s vital to
ensure effective assessment procedure throughout the program. The college of computer science and
information systems (CSIS) at Najran University (NU) is therefore confidently assessing all students’
activities at program and course levels. Faculty members of MCYR hence use a range of assessment
measures including quizzes, assignments, projects, student portfolios, mid-terms and final
examinations in order to obtain a clear picture of what students have learned; utilizing this variety of
methods also avoids the potential weaknesses and give the chance for further improvement. These
results are analyzed and an on-going process of improvement implemented in terms of student
learning outcomes (SOs) at program level and course learning outcomes (CLOs) at course level. The
CLOs and SOs are assessed and evaluated regularly to improve the quality of MS program. More
specifically, faculty collects data from various sources (courses, surveys, etc.) and prepares them for
evaluation. Then, the department evaluates the collected data and presents results to various
stakeholders for approval. The approved improvements will then are implemented to ensure a
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systematic quality assurance system. By the end of each semester of the academic year, the department
curriculum committee prepared a list of actions to be implemented at the course level, program level,
other levels with assigned deadline and responsible people. In the next section (Continuous
Improvement), we will explain in more details about approved list of actions taken or to be taken in
order to improve the level of achievements of SOs. Our goal is to ensure that the average achievement
of each one of the SOs is 65% in this assessment method (CLOs Assessment).

The program uses the following procedures to deal with situations where standards of student
achievement are inadequate or inconsistently assessed. This is the paramount for the success of the
students as well as the whole program of MCYR:

1. By the end of each semester, each instructor has to submit a course report for the corresponding
course. The course report contains the achievements of each one of course learning outcomes (CLOs)
based on students' performances and surveys. Moreover, if a CLO (students did not achieve the
standard) is not achieved, the instructor has to prepare action to be taken in order to improve the
achievement levels of students. The course report may also contain recommendations about the
assessment methods used in the course.

2. The Curriculum Committee (CC) receives and reviews the course reports. CC approves
recommendations/actions to be implemented at various levels in the program (course level, program
level and level other than the program, etc.). Note that the approved recommendations are based on
the course reports.

3. Student learning outcomes at the program level are assessed by using a set of rubrics. SO,
assessment groups collect all data and evaluate each one of the SOs. If an SO is not achieved, then an
improvement plan must be prepared. Note that the improvement plan might contain actions related to
all aspects of the program such as data collection, evaluation of data, facilities and resources, faculty
members, etc.

Both direct and indirect assessment methods are used to measure students’ performance. Direct
assessment methods include quizzes, assignments, exams, etc.; indirect assessment methods include
surveys, questionnaires including course survey, students’ online survey, current students’ survey,
exit survey, alumni survey, etc. These exams and survey’s results enable faculty to determine where
skills and knowledge deficiencies of the students exist and most frequently develop.

Examination and Grading Systems

Examination assessment or evaluation system is based on the theoretical and practical exams and
homework, exercises, projects and any other scientific activities. Full marks for each course of the
curricula for computer science are equal to 100 (hundred) points and is divided into two main sections,
namely: course work and final examination.

Course work grade: The 50 (fifty) points are assigned for grading course work. Methods of grading
include two midterm exam, class tests, quizzes, homework, assignments, exercises, mini projects,
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report writing, presentation of projects, lab report and lab exams, and any other scientific activities.
Grades are distributed on different parts by course teacher depending on the nature of the course.

2. Final exam grade:

The total points for final exam are 50 points. The method of grading for the final exam includes a
theoretical exam.

The pass mark in each course is 60%.
Exam evaluation system at the college is mentioned on the following tables:

Course (Without lab)

Assessment Class test | Assignment/Project | Midterms | Final | Total
Process
Maximum points | 10% 10% 30% 50% 100%

Course (With lab)

Assessment Process | Class test Midterms Lab Final Total

Maximum points 06% 24% 20% 50% 100%

The Grading system of Najran University:

Letter of Grade Mark (%0) Average Point
A+ 95-100 5.00
A 90-94 4.75
B+ 85—-89 4.50

Program Specifications ..., ...,



0570971442 bl 442-38-49294-3 o pé, I

B 80 -84 4.00
C+ 75-179 3.50
C 70-74 3.00
D+ 65— 69 2.50
D 60-64 2.00
F Below 60 1.00

H. Program Quality Assurance

1. Program Quality Assurance System
Provide online link to quality assurance manual

Quality assurance manual is available in the following link:

https://nejranuniversity-
my.sharepoint.com/:w:/g/personal/yasiri nu edu sa/ESZdW22¢Z31Mj8JOCakPDhsBOgM
N4AM5mM2KnCEiIAdxCBmfQ?e=bkirEW

2. Program Quality Monitoring Procedures

The program of MCYR will use Deming Cycle methodology (Plan-Do-Check-Act (PDCA)) for
continually Improving the program. MCYR program uses four phases as set of procedures to manage
the program quality assurance which are:

Plan: Establish plans, objectives and processes required to deliver the desired results. Whereas MCYR
program has a set of plans such as program specification, course specification, operational plan,
quality plan, research plan, assessment plan and etc...

Do: implement the mentioned above plans.

Check: the data and results gathered from the do phase are evaluated. Data are compared to the
expected outcomes to see any similarities and differences. The testing process is also evaluated to see
if there were any changes from the original test created during the planning phase.
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The program has set methods to check the quality of the program such as:

Program Learning Outcome assessment.
Program KPIs assessment.
Course Reports
Program Annual report
Students overall evaluation on the quality of their learning experiences at the institution.
Proportion of courses in which student evaluations were conducted during the year.
Internal auditor evaluation of program's quality related activities
Overall satisfaction of faculty, staff, and students on the quality related activities
. Independent Opinion

10. Accreditation agencies
Act: Create improvement pans based on the check phase and implement this plan (close the loop).
Where teaching and other staff involved in the program must be committed to improving both their
own performance and the quality of the program as a whole. Central importance must be attached to
student learning outcomes with each course contributing to the achievement of overall program
objectives and mission.
3. Arrangements to Monitor Quality of Courses Taught by other Departments.

CoNoO~wNE

In compliance with annual plan of the program of MCYR developed and well-defined mechanism to
arrangements and monitor quality of course taught by other department through a dedicated unit in
the faculty called the unit coordination of external courses .the main task of this unit can be summarize
as the following tables.

Task Responsible
1 | Check and review the Course syllabus according to | external courses Coordinator + Course
CLO of the collage instructor
2 | Review the quality of course Department Chair + Course instructor
2 | Follow up the course file according to the college Course instructor.
format.
4 | Follow up and Receive the course files. external courses Coordinator
5 | Revision of the course file Course Coordinator
6 | Approve the Check-list Department Chair
7 | Archive the files. Coordinator external courses
8 | Take students opinions about level of benefit from
the course
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9 | Feedback from the student about course instructor

4. Arrangements Used to Ensure the Consistency between Main Campus and Branches (including
male and female sections)

Consistency between male and female sections:

» Determine Course Coordinator for each course which follows the progress of the course, Mid
exams, and final exam structure and question with CLOs in the male and female section.

» The same Syllabus taught in the male and female section of each course.

» In the courses containing a practical aspect applies the same Manual lab in both sections

» The NCAAA standards committees contain members from the male and female staff and
conduct regularly meeting and contacting.

» Meetings are conducted for both sections to discuss matters related to quality assurance of
work or to clarify the mechanisms followed. Also Determine one hour (as for example Monday
11: 00 Am -12: 00 Pm) weekly for a Meeting if needed in the time table for each faculty
member in both sections.

» Sometimes a workshop is held in both sections as parallel if there are some works that require
explanation, clarification, and application with some practical examples.

« All staff members (Male and Female) are involved in at least one committee to evaluate all
aspects of the program. These committees are responsible for all activities regarding planning,

monitoring and reviewing.

5. Arrangements to Apply the Institutional Regulations Governing the Educational and
Research Partnerships (if any).

N/A

6. Assessment Plan for Program Learning Outcomes (PLOs), and Mechanisms of Using its
Results in the Development Processes

The MCYR program learning outcomes (PLOs) or student outcomes (SOs) are assessed by using both

direct and indirect assessment methods. Here we present the plan to assess the PLOs/SOs from the
two direct assessment methods including:

1. Assessment of student learning outcomes using course learning outcomes (CLOs):
The idea behind this method is that all courses are mapped to the appropriate student outcomes by
relating CLOs of all courses to SOs. Mapping courses to SOs ensures that all SOs are addressed by

several courses at different levels in the program. In addition, this will help us to know if student

outcomes have not been met at a particular course. The assessment of SOs using CLOs assessment
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each semester supports us to maintain a semester-based continuous improvement by using the
achievements of CLOs. The expected performance is 65% for each SO. Note that courses that are
related to a specific SO have equal contribution.

2. Assessment of student learning outcomes using performance indicators (Pls), Embedded

Questions and Rubrics:

This is our overall assessment method to evaluate the attainment of SOs. A set of Performance
Indicators were developed for each one of the SOs. Pls are then aligned to the curriculum to facilitate
the collection of data. Data are then evaluated by using a set of rubrics. In this method, we collect data

and evaluate each SO once in a complete assessment cycle (2 years).

e Assessment plan is shown in Figure 1.
v' Assessment Types
e We are using direct assessment and it will be achieved through performance indicators
(PIs) for all IS SOs and using course learning outcomes (CLO). Direct assessment
will used for the direct examination or observation of student knowledge, skills and/or
behaviours. e.g. Exams, Presentation, etc.
¢ Indirect assessment will be done through indirect methods, e.g. exit surveys, current
student survey and meeting and survey with program advisory committee.
v Assessment Methods
The formative and summative assessment methods which will be used in updated assessment plan for
year 2020 — 2022 are:
e Formative Assessment.

» Formative assessments are on-going assessments, reviews, and observations in a
classroom and or within an academic year or pre-determined time.

» We should use formative assessment to improve instructional methods and student
feedback throughout the teaching and learning process.

» The goal of formative assessment is to monitor student learningto provide
ongoing feedback that can be used by instructors to improve their teaching and by
students to improve their learning.

» Example of formative assessment is quizzes, assignments, midterms, etc. It will

be used in level 1 to 2.

e Summative Assessment.
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» Summative assessments are typically used to evaluate the effectiveness of
instructional programs and services at the end of an academic year or at a pre-
determined time.

» The goal of summative assessments is to make a judgment of student competency
after an instructional phase is complete.

» The goal of summative assessment is to evaluate student learning at the end of an
instructional unit by comparing it against some standard or benchmark.

» Example of summative assessment is final exams; nationwide Tests and it will be
done from levels 3 and 4.

Proposed CSIS Assessment Planning

— Indirect Methods.
Academic Program Indirect Assessment Exit Survey
sing Current Student Survey

PAC Meeting and
Survey

Performance
Indicators (PIs)

Summative Assessment
Cycle Based
Formative Assessment \ I

Assessment (Collection of data
Cycle Based and prepare the evidence)
~
Assessment (Collection of data and

prepare the evidence)

- Implement Improvements:
Minor Improvements, if required l
n | Evaluation (interpretation of |
7y
7

Major Improvements, if
required

v

Evaluation (interpretation of
@§_+ Design and app: B idence)
Improvements >

Figure 1: CSIS Assessment Plan for 2020 — 2022

It has been discussed that in the department mode five groups which will be responsible for assessment

of SOs for the program of PM in IS. These five groups are shown in the following Table.

Table: SO Assessment groups for Master Cybersecurity Program

Group No. Coordinators Members Student Time
Outcomes
Dr. Mohammed First Semester
. Khairi K1
Group 1 Dr. Fekri Dr Khalid ”
Almakdi
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Dr. Adel
Suliamn
Dr. Turki Second Semester
ALoleyani
Dr. Hani 31
Group 2 Dr. Shargabi Alsharani o
Dr. Maimonah
Algathradi
Dr. Mana Third Semester
Alreshan
Dr. Mohamed C1
Group 3 Dr. Asadullah | ALmagzon
K3
Dr. Saeed
Alahmari
Dr. Adel Rajab
Dr. Yahya Ali First Semester
Dr. Hanan
Halawani
Dr. Samar S2
Group 4 Dr. Ghassan Alqahtani K2
Dr. Yosef Assiri
Dr. Khiaran
Rajab
Dr. Aisha Fourth Semester
Mashragi
Dr. Mesfer S3
Alrezq C3
Group 5 Dr. Mana Dr. Abdullah
Alghamdi
Dr. Mohammed
Hamdi
7. Evaluation of Program Quality Matrix
Evaluation Evaluation . . .
Areas/Aspects Sources/References Evaluation Methods Evaluation Time
Leadership Faculty Survey End of academic year
Effectiveness of teaching & Students, Faculty Survey End of semester
assessment
Learning Outcome Students Exams, Survey End of semester
Learning resources Students, Faculty Survey End of semester
8. Program KPIs*
The period to achieve the target 2022-2023 year.
No EEJZ KPIs Target M(i\jsél:;%g:nt Measurement Time
KPI- Percentage of achieved TBA Data regarding the End of the academic
1 PG-1 indicators of the achievement rate of all | year
the indicators as in the
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No

KPIs
Code

KPIs

Target

Measurement
Methods

Measurement Time

program operational
plan objectives

program operational
plan should be
collected and the
overall achievement
percentage should be
calculated.

KPI-
PG-2

Students' Evaluation of
quality of learning
experience in the
program

75%=3.75
(on five
point scale)

Exit survey should be
conducted among the
final year students to
assess the quality of
learning experiences.
The percentage of
students who strongly
agree or agree to the
statements in the
survey is to be
calculated

End of the academic
year

KPI-
PG-3

Students' evaluation of
the quality of the
courses

75%= 4 (on
five point
scale)

Online Course Survey
should be conducted to
the students towards
the end of the semester
to assess their
registered courses. The
percentage of
respondents who
strongly agree or agree
is to be calculated from
the survey

End of each semester

KPI-
PG-4

Students' evaluation of
the quality of scientific
supervision

75%= 4 (on
five point
scale)

Online Survey should
be conducted to the
students towards the
end of the semester to
assess their quality of
scientific supervision.
The percentage of
respondents who
strongly agree or agree
is to be calculated from
the survey

End of the academic
year

KPI-
PG-5

Average time for
students’ graduation

50%

Data regarding the
number of students
who registered in the
1nd semester of the
year 2020-21 and
number of students
who completed the
graduation in the end
of the year 2022-2023
should be collected.
The percentage of
number of students
who completed the
graduation in the end
of the year 2022-2023
has to be calculated.

End of academic year
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No

KPIs
Code

KPIs

Target

Measurement
Methods

Measurement Time

KPI-
PG-6

Rate of students
dropping out of the
program

10%

Data regarding the
number of students
who did not complete
the program to the total
number of students in
the same cohort. The
Percentage of students
has to be calculated.

End of academic year

KPI-
PG-7

Graduates’
employability

50%

Data regarding the
employment status of
the students who
graduated in the year
from the alumni unit of
the college is to be
collected.

End of the academic
year

KPI-
PG-8

Employers' evaluation
of the program
graduates’ competency

TBA

Employer survey
should be conducted to
assess the proficiency
of the graduates. The
percentage of
employers who
strongly agree or agree
to the statements in the
survey is to be
calculated

End of the academic
year

KPI-
PG-9

Students' satisfaction
with the provided
services

75%~3.75
(on five
point scale)

A survey should be
conducted among the
students to assess their
satisfaction level with
the offered services.
The percentage of
students who strongly
agree or agree to the
statements in the
survey is to be
calculated

End of the academic
year

10

KPI-
PG-10

Ratio of students to
faculty members

1:10
Theoretical
and Practical
courses

Data is to be collected
regarding the number
of faculty members
and the number of
students assigned for
each theory and
practical courses. The
ratio between the
number of teachers and
the students assigned
for each theory and
practical courses is to
be calculated.

End of the academic
year

11

KPI-
PG-11

Percentage of faculty
members’ distribution
based on academic
ranking

TBA

Data is to be collected
regarding the number
of teaching staff based
on the gender
(male/female), based
on the branches, based
on academic rankings
(professor, associate

Start of the academic
year
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No

KPIs
Code

KPIs

Target

Measurement
Methods

Measurement Time

prof., asst prof) and the
percentage has to be
calculated out of the
total teaching staff

12

KPI-
PG-12

Proportion of faculty
members leaving the
program

10%

Data should be
collected from the
HoD regarding the
number of teaching
staff leaving the
institution for reasons
other than age
retirement and the total
number of teaching
staff in the department.
Percentage of number
of teaching staff
leaving the institution
out of the total number
of teaching staff is to
be calculated

End of the academic
year

13

KPI-
PG-13

Satisfaction of
beneficiaries with
learning resources

70%

Survey should be
conducted among the
students to assess the
satisfaction level with
the learning resources..
The percentage of
students who strongly
agree or agree to the
statements in the
survey is to be
calculated

End of the academic
year

14

KPI-
PG-14

Satisfaction of
beneficiaries with
research facilities and
equipment

70%

Survey should be
conducted among the
students to assess the
satisfaction level with
the research facilities
and equipment. The
percentage of students
who strongly agree or
agree to the statements
in the survey is to be
calculated

End of the academic
year

15

KPI-
PG-15

Percentage of
publications of faculty
members

TBA

Data regarding the
total number of
teaching staff and
number of teaching
staff who have at least
one research
publications should be
collected and thereby
percentage is
calculated

End of the academic
year

16

KPI-
PG-16

Rate of published
research per faculty
member

TBA

Data regarding the
total number of
teaching staff and the
total number of
research publications

End of the academic
year
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No

KPIs
Code

KPIs

Target

Measurement
Methods

Measurement Time

should be collected and
percentage should be
calculated

17

KPI-
PG-17

Citations rate in
refereed journals per
faculty member

TBA

Data regarding the
total number of
teaching staff who
have research
publications and the
total number of
citations in research
publications should be
collected and
percentage should be
calculated.

End of the academic
year

18

KPI-
PG-18

Percentage of students'
publication

TBA

Data regarding the
total number of
students’ publication
and the total number of
research publications
should be collected and
percentage should be
calculated

End of the academic
year

19

KPI-
PG-19

Number of patents,
innovative products, and
awards of excellence

TBA

Data regarding the
total number of
patents, innovative
products, and awards
of excellence should be
collected and
percentage should be
calculated

End of the academic
year

* including KPIs required by NCAAA

I. Specification Approval Authority

Council / Committee

Department council

13" session of department council in 1440/1441H
12/8/1441H

Reference No.

Date
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